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Job Description 
	       .1  Job Details:


	


	Postdoctoral Fellow (Machine Learning)
	Job Name:


	2. Job Purpose:


	The Centre of Excellence in Cybercrimes and Digital Forensics (CoECDF), Naif Arab University for Security Sciences (NAUSS) is looking for a Postdoctoral Fellow in the broad areas of machine learning and Artificial Intelligence. The ideal candidate should have a Ph.D. in a related area with demonstrated ability to conduct high-quality research in machine learning and have a track record of publications in top venues.


	3. Main Responsibilities:

	Description 

	This position is responsible for the application/tool development, research, and innovation for the center’s aims to achieve impactful research outcomes in the field of Machine Learning:

· Development and analysis of predictive Machine Learning tools for multi-scale and multivariant data in cybercrime. 

· Design and develop applications based on AI and ML for cybersecurity, and cybercrime detection & prevention. 

· Development of workflows for exploring, pre-processing, and manipulating large image datasets through Machine Learning applications with a focus on cybercrime prevention. 

· Develop and analyze image/video processing algorithms: CNN, VGG, Resnet, and InceptionNet backend networks and transfer learning

· Perform AI and ML for network intrusion detection and response, and phishing detection using ML. 

· Develop, analyze and evaluate the performance of security-related applications. 

· Develop proof of concept case studies to enable applications to simulate cybercrime scenes and scenarios 

· Analyze diverse imaging and micro-analytical data types and develop training and prediction workflows from multiple sources of data

· Perform statistical analysis and image processing using AI and ML techniques including pattern recognition, prediction, and optimization.

· Sound coding and programming skills in Python, R, MATLAB, OpenCV, and C++ and able to utilize off-the-shelf libraries and code as well as to alter and optimize them.

· Work on YOLO Google net, Caffee, and other object detection algorithms using Tensorflow / Keras libraries.

· Work on performance optimization and multi-threaded code GPGPU computing (Cuda or OpenCL).

· Work on two or more databases such as MySQL, Mongo DB, LMDB, Memcached, LevelDB

· Participate in ongoing professional development to acquire knowledge about the latest advances in machine learning.


	4. Qualification, experience, and skills :

	Qualification:
· A doctorate and equivalent research experiences in a relevant discipline, such as machine learning, video and image analytics, mathematics, or statistics.
Experience:
· Experience on YOLO, Google net, Caffee, and other object detection algorithms using Tensorflow / Keras libraries (please include links of videos/github/results that are relevant if available)
· Excellent research track records in machine learning or AI fields supported by publications on high quality refereed journals and conferences

Skills & Knowledge:

· Knowledge and understanding of cybercrime and digital forensics

· Strong written and oral communication skills including the ability to produce high-level reports and high-quality publications for peer-reviewed journals

· Ability to work independently as well as collaborate with other members of the team within the Center
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